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Intelligent cameras, - how intelligent are they? The answer: not close to human intelligence. 

Yet they are smart enough to classify behavior patterns. Nowadays, most camera images are 

inspected manually by camera operators, and there is a possibility that an operator misses out 

certain events due to fatigue or the fact that there are too many cameras for inspection. The 

use of intelligent cameras can support the camera operator by providing automatic alerts 

when certain abnormal events occur, like people performing criminal activities or showing 

aggressive (hostile) behavior.  

 

In this presentation we will illustrate two techniques that deal with the probabilistic nature of 

the behavior classification developed at TNO. 

Abnormal behavior detection 

 Abnormal behavior might indicate suspicious or threatening situations (1). The 

distinction between normal/abnormal behaviors is generally made using statistical classifiers 

(e.g. Hidden Markov Models, Conditional Random Fields (CRF) or (Restricted) Boltzmann 

Machines). Ideally, there should be sufficient data of both normal and abnormal events in 

order to train the classifier. However, abnormal behavior is by definition rare and such events 

are hard to capture in a limited dataset (2). We therefore developed a method to add extra 

noise with specific noise models to prevent overfitting of the CRF model on the available 

dataset. We show with simulated experiments that the CRF classifier remains a robust 

classifier even with large amounts of added noise.  

Another issue related to statistical classifiers is that they act like black boxes. When in 

time the classified state changes, it is hard to determine which input contributed to the current 

estimated state. We have developed a method that shows which input feature contributed to 

the estimation of the current state. The method shows what the cause is of a change of 

estimated state or, in other words, why the state estimation has its current value. 

 Both behavior classification algorithms are tested on labeled simulated data. Currently, 

we are performing analysis of these algorithms in a new project granted by DARPA.  
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